I have been asked to list some of the FREE software tools that I use and have demonstrated in various classes. Here is that list. These are programs from the ‘A’ and ‘B’ list – meaning that I use them fairly often. I have broken all this down into categories.  Note that I am generally not supplying the URLs for these programs as these can change over time. Use Google and type in the program name + ‘download’
Browser related:

Mozilla Firefox and Firefox Portable (for thumb drives and other removable media)

Firefox add-ons:

Essentials: Noscript & AddBlock

Others that I use: Book Burro, Customize Google, BugMeNot, FireFTP, ForecastFox, ExIF, GreaseMonkey (scripts used in GreaseMonkey: eBay Counter, Ebay hacks-Show only negative feedback), HTML Validator – Based on Tidy, Host-IP.info Geolocation plugin, WindFox, Window Resizer 1.0.
Stuff from MSFT TechNet (Sysinternals)

ProcessExplorer

Autoruns

RegMon

ProcessMonitor

DiskMon

FileMon

…and really any tool on the site when needed.

System examination tools

AIDA32 – System ID tools
PC Wizard 200x – System ID tools
CPUz – identify memory and CPU
 HD_Speed – portable disk speed test

HxD – Hex editor for memory and disk
CCleaner – delete various temporary files and clean registry

Network related
NetBoar (needs .NET framework) – show network traffic over time
ShowTraf (needs WinPCap) – show (and record) network traffic over time
WireShark (needs WinPCap) – protocol analyzer
LanGuard 2.0 – Network security scanner

LanNetScan – Network vulnerability scanner - newest version of LanGuard (not FREE)

NESSUS – Network vulnerability scanner - FREE

LanSpy – Network security scanner

iperf – client/server LAN speed tester (CMD line)

CurrPorts – view your open TCP/IP ports and more (like NetStat) - from NirSoft
SmartSniff – a little like WireShark, but small and portable - from NirSoft
iPNetInfo – Like WHOIS, trace email and websites back to owner - from NirSoft
SoftPerfect Network Scanner – scan IP addresses for open TCP/IP ports
NetStumbler – detect wireless networks
NetCrumbler mod to NetStumbler. Allows you to choose an AP using WZCF (turned off by NetStumbler)
AirSnare – protect your wireless network

Jetico firewall – free for XP version. Strict rule-based firewall

ZoneAlarm firewall – a little less obnoxious than Jetico

PHPDev – installs AND configures Apache/PHP/MySQL on your system

FileZilla – FTP client

Hamachi - zero-configuration virtual private network
LSPFix – fix Layered Service Provider part of TCP/IP stack when corrupted by spyware
Spybot S&D
WolCMD – wake up your network computers from the CMD line

Cain & Abel – poison your ARP cache and hack stuff

RealVNC – like remote desktop, but multiplatform

TOR – The Onion Router, encrypt and anonymize Internet connection

Other
fat32format.exe – format FAT volumes greater than 32MB (e.g. usb drives)

Microsoft Virtual PC – run a PC within your PC

Kompozer – GUI HTML editor – like Dreamweaver
Paint.Net or The GIMP – photo editing software – like Photoshop

ImgBurn – CD through BluRay disk burning utility

FoxIt Reader – like Adobe Acrobat but way smaller

Mozilla Thunderbird – email client

WeatherWatcher
AVG Antivirus

SpaceMonger – view your hard drive use as a series of shapes

7-Zip – unpack all those other compressed archive formats

S-Tools – steganogpraphy. Embed secret messages in files

That’s it for now. I may periodically add to this list.
